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Discover CID The CID document exchange protocol

1. The CID document exchange protocol

Content Interactive Delivery (CID) is a web service protocol which provides rules to exchange contents such
as documents and their metadata. CID defines how a server should describe its data exchange processes,

and how a client should execute a process.
How does it work ?

1. Download the manifest
The CID server must define its processes in a manifest accessible through a simple GET HTTP request.

manifest.xml

Io)C]

Download the manifest

2. Then, the client must interpret the manifest and follow its steps. Three kind of steps can be used :

@4 >

Regular exchange

. / user interaction
Direct interaction

content
Content upload

\/

This document is dedicated to the discovery of the CID protocol. It describes some CID example cases from
a simple file upload into a remote repository to more complicated cases and introduces some code examples
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(generic HTML client and PHP servers).
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2. Example 1: Upload a file to a remote repository

In this case, the server is composed of a single content repository. The CID process allows client
applications to upload new files in the repository.

Server manifest

1<?xm version="1.0" encodi ng="UTF-8"?>
2<cid:mani fest xmns:cid="http://ww. cid-protocol/schema/vl/ core" xmns:xm ="http://ww.

wW3. or g/ XM./ 1998/ nanespace” xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" Xxsi:
schemalLocati on="http://wwmv. ci d- prot ocol / schena/vl/core ../ nanifest/cid-core.xsd ">

3 <ci d: process>

4 <cid:l abel xm :lang="fr">Tél éversenent de fichier</cid:label>

5 <ci d:label xm:lang="en">File upl oad</cid:| abel >

6 <cid:neta nane="Fil e-nane" is="http://purl.org/dc/elenents/1.1/title">

7 <cid:label xm:lang="fr">Nom du fichier</cid:|abel >

8 <cid: |l abel xml:lang="en">File nane</cid:| abel >

9 <ci d: doc xm :lang="en">

10 The file-nane will be used in the public url of the file

11 Exanmpl e: http://.../1d57fe87zr45sdz796m nonl mage. png

12 </ cid: doc>

13 </ cid: meta>

14 <ci d:neta nane="Public-url" is="http://schenma.org/ URL"/>

15 <I--

16 The following fragment is the main part of the process declaration. It

17 descri bes each step of the process

18 Each step declares the (previously-docunented) used (optional), needed

19 or returned netadatas. This process contains only one step: the upload

20 step which is required to conplete the file deposit and which is

21 conposed by only one request (attribute step="unique"). This step

22 accepts the File-name netadata and returns the Public-url of the

23 upl oaded file

24 -

25 <ci d:upload url ="http://exanpl e.com upl oad. php" useMetas="Fi | e-nane" returnMetas
="Public-url" required="true"/>

26 </ ci d: process>

27 <l--

28 The second part of the manifest is dedicated to the enabl ed authentication

29 nmet hods.

30 -->

31

32 <l--

33 The last part of the manifest is dedicated to the transport declaration

34 In this exanple, the transport is a single HTTP request. The properties

35 attribute defines how the netadata shoul d be sent.

36 The returned properties nust be inserted in a single JSON object in the

37 body of the HTTP response

38 -->

39 <ci d: transports>

40 <ci d: webTr ansport >

41 <ci d: aut henti cati ons>

42 <ci d: basi cHtt p/ >

43 </ cid: authenticati ons>

44 <ci d: webUpl oad>

45 <ci d: request nethod="GET" properties="header queryString"/>

46 <ci d: request nethod="PUT" properties="header queryString"/>

47 <ci d: request nethod="POST" properties="header queryString"/>
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<ci d: request nethod="POCST; nul tipart/formdata" properties="header

queryString post"/>
</ ci d: webUpl oad>

</ ci d: webTransport >
</cid:transports>
</cid: mani f est>

The process step by step

1. Manifest exposition

The server must expose the XML manifest to an accessible URL. For example, at hitp://example.
com/manifest.xml.

2. Download the manifest
In order to understand the process, a client must download the server manifest and analyze it.

=

-

manifest.xml

Download the manifest

3. Single upload
The client can now execute the defined step. In this case, the client must send the file in a single
HTTP request following one of the valid transport descriptions of the manifest.

For example, it could send the file in the body of a PUT request. The File-name metadata could be
sent in the header of the request. The body of the server response must be a JSON object
containing the returned metadata: Public-url.

_I d
content
Content upload
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3. Example 2: Retrieve the public URL of a remote content

In this case, the server handles files (like an ECM platform). A client needs the unique URL of a remote
content. The CID process allows a user to select a content and defines how the client can retrieve its Public-

Server manifest

1<?xm version="1.0" encodi ng="UTF-8"?>
2<cid:mani fest xmns:cid="http://ww.cid-protocol/schema/vl/ core" xmns:xm ="http://ww.

W3. or g/ XM/ 1998/ nanespace”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

4 xsi : schemaLocati on="http://ww. ci d-protocol /schema/vl/core ../ manifest
/cid-core.xsd ">

5 <ci d: process is="http://schena.org/FindAction http://schema. org/ CheckAction">

6 <cid:label xm :lang="en">Public URL retrieving</cid:label >

7 <ci d:doc xm :1ang="en">Browse your online contents to retrieve a public URL.</
ci d: doc>

<ci d:neta nane="Public-url" is="http://schema.org/url"/>

9 <!-- The process is conposed by a single interaction step. -->

10 <cid:interact url="http://.." returnMetas="Public-url" required="true"/>

11 </ ci d: process>

12 <l--

13 The web interaction begins with a single HTTP request and ends with a nessage
event

14 (http://ww. w3. org/ TR/ webnessagi ng) containing a cidlnteraction property stored in
the data

15 part of the event. This property nust be set to "ended" (in case of regular end of
the step)

16 or "aborted" (in case of step cancelled by the user). The client nust instantiate a
web frame

17 and fill it with the result of the first request. It gets the returned netadata in
the data

18 part of the nmessage event. In this exanple, the server does not furnish any
aut henti cati on schene.

19 It could handle a web authentication in the frame or let a public access to the
platform

20 -->

21 <ci d: transports>

22 <ci d: webTr ansport >

23 <ci d: aut henti cati ons/>

24 <ci d: webl nt er act >

25 <ci d: request nethod="CGET" properties="header queryString"/>

26 <ci d: request nethod="PCOST; appl i cati on/ x-ww-form url encoded" properties=

"queryString header post"/>
7 <ci d: request nethod="POST; nul tipart/formdata" properties="header

queryString post"/>
28 </ ci d: webl nt eract >

29 </ci d: webTransport >
30 </cid:transports>
31 </cid: mani fest>

The process step by step

1. Manifest exposition
The server must expose the XML manifest to an accessible URL. For example, at http:/example.

Apr 2016



Discover CID Example 2: Retrieve the public URL of a remote content

com/manifest.xml.

2. Download the manifest
In order to understand the process, a client must download the server manifest and analyze it.

manifest.xml

A
Download the manifest

3. Direct interaction

The client can now execute the defined step. In this case, the client must send a single HTTP
request and show the result in a web frame. The user should then interact directly with the server

using the frame.
. / user interaction

Direct interaction

At the end of the process, the web page of the frame must post a message event throught the
message API. The client must catch this event and read the endinteraction property store in the
data part of the event. This property must be set to ended when the interaction is regularly closed
or aborted when the user cancelled the process during the interaction. In case of regularly ended
interaction, the returned metadata documented in this step are also stored: the Public-url in this
case.
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4. Example 3: Upload an archived complex content

In this case, the server accepts complex contents like an archived website. The server needs more metadata
than in the previous cases. The process is composed of two steps, one optional interaction step which helps
the user to deploy his website, and the required upload step.

Server manifest

1<?xm version="1.0" encodi ng="UTF-8"?>
2<cid:mani fest xmns:cid="http://ww.cid-protocol/schema/vl/core" xm ns:xm ="http://ww.

w3. or g/ XM./ 1998/ nanespace"
3 xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

4 xsi :schemaLocati on="http://ww ci d-protocol /schema/vl/core ../ manifest
/cid-core.xsd ">

5) <ci d: process is="http://schenma. org/ SendActi on">

6 <cid:l abel xm:lang="fr">Dépot de d'archives de ressources</cid:|abel >

7 <ci d: net a nane="Fol der-path">

8 <ci d: |l abel xnl:lang="en">Storage folder</cid:|abel >

9 <ci d: doc xm :lang="en">

10 Path to the folder where the archive is unarchived. </cid: doc>

11 </ cid: meta>

12 <l--

13 The content-type netadata describes the type of the archive (and not of

14 its content). In this description, the server furnishes three possible

19 val ues. The client nust select a value between them

16 -->

17 <ci d: neta nane="Content-type" is="http://purl.org/dc/elenents/1.1/type">

18 <ci d: | abel xnl:lang="en">Avail abl e archived formats</cid:|abel >

19 <ci d: val ue>appl i cation/ zi p</ci d: val ue>

20 <ci d: val ue>appl i cation/jar</cid:val ue>

21 <ci d: val ue>appl i cati on/ x-tar</ci d: val ue>

22 </ cid: meta>

23 <l--

24 The nanmes of the files conpressed in a zip archive coul d be encoded

25 followi ng several schenes. In order to correctly decode it, this server

26 request the encoding schene as a netadata

27 -->

28 <ci d: neta nane="Zi p-fil e-nanes-encodi ng" >

29 <cid:l abel xm:lang="fr">File name encodi ng of the archive</cid:|abel>

30 <cid:doc xm :lang="fr">This netadata should be sent if the Content-type is
"application/zip".</cid:doc>

31 <ci d: val ue>UTF- 8</ ci d: val ue>

32 <ci d: val ue>l SO 8859- 1</ ci d: val ue>

33 <ci d: val ue>CP437</ ci d: val ue>

34 </ cid: met a>

B85 <l--

36 This process is conposed of two steps

37

38 1. An optional interaction step (which could use the Fol der-path

39 nmetadata). This interaction allows the user to define the path where

40 the file will be unarchived. In this exanple, the Folder-path could be

41 sent by the client in the request. The server could then build a

42 dedi cated GUI where this path is already selected. The server returns

43 the overl oaded Fol der-path value in the "cid-interaction-ended" event.

44

45 2. Arequired upload step, which needs the folder-path and the

46 content-type netadata and which could use the Zip-file-nanes-encodi ng
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53
54
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56
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net adat a.
-->

<cid:interact url="http://..." useMetas="Fol der-path" returnMetas="Fol der-path"

requi red="fal se"/>

<cid:upload url="http://..." needMetas="Zi p-fil e-nanmes-encodi ng Content-type

Fol der-path" required="true"/>
</ci d: process>

<l -

The web transport specified by this server includes a session property.

This property could be returned whith the netadata at each step of the
process. Wen this property is returned, the client nust send it back in the
next step of the process. This feature enables statefull servers.

-
<ci d: transports>

<ci d: webTransport sessionProperties="session-|D"'>

<ci d: aut henti cati ons>
<cid: basicHttp/>
<ci d: webAut henti cation url="http://exanple.con auth"/>

</ ci d: aut hentications>

<ci d: webl nt er act >
<ci d: request nethod="CGET" properties="header queryString"/>
<ci d: request nethod="POST; appl i cati on/ x-wwwform url encoded" properties=

"queryString header post"/>
-

68
69
70
71
72
73

<ci d: request nethod="POCST; nul tipart/formdata" properties="header

queryString post"/>

</ ci d: webl nt eract >
<ci d: webUpl oad>
<ci d:request nethod="CGET" properties="header queryString"/>
<ci d: request nethod="PUT" properties="header queryString"/>
<ci d: request nethod="POST" properties="queryString header"/>
<ci d: request nethod="POST; nul tipart/formdata" properties="header

queryString post"/>
74

75
76

</ ci d: webUpl oad>
</ ci d: webTransport >

</cid:transports>

77 <l ci d: mani f est >

The process step by step

1. Manifest exposition

The server must expose the XML manifest to an accessible URL. For example, at hitp://example.
com/manifest.xml.

2. Download the manifest

In order to understand the process, a client must download the server manifest and analyze it.

[

AR .

manifest.xml

Download the manifest

10
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3. Optional interaction

Depending on the context, the client could be unable to furnish a valid Folder-path metadata. This
interaction step allows the server to:

= optionally get a Folder-path given by a client ;
» interact directly with the user in order to overload this value;

» return the overloaded value to the client in data part of the message event.

A _ .
. / user interaction

Direct interaction

In addition, the server could also return the defined session property (session-id) in the body of the
custom event.

4. Archive upload

At this stage, the client should be able to send all the required properties either with or without
interaction. The client must send the upload request following one of the defined upload transports.

For example, it could send the content via an HTTP POST request, the archive in the body and the

metadata as a query string (see rfc3986!tto-/tools.ietf.org/nimi/fc3986]y

_I d
content
Content upload
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5. Example 4: Deploy a SCORM content

In this case, the CID server is an e-learning platform which accepts SCORM/te/www.adinet.org/scorm/]

packages. The deployment of SCORM packages needs the intervention of a user in order to fill some
platform-specific information and to then deploy the package in a pedagogical activity.

Server manifest

1<?xm version="1.0" encodi ng="UTF-8""?>
2<cid:mani fest xm ns:cid="http://ww.cid-protocol/schema/vl/core" xm ns:xm ="http://ww.

w3. or g/ XM./ 1998/ nanespace" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance" xsi
schenmalLocati on="http://wmv. ci d- prot ocol / schena/v1/core ../ manifest/cid-core.xsd ">

3 <l--

4 Thi s mani fest declares two transports : the first w thout cookies, the

5 second with. Two processes are also defined. They are respectively binded

6 to the two different webtransports

7 -->

8

9 <l--

10 This process is binded to standard Transport. It uses a session property to

11 enabl e statefull servers.

12 -->

13 <ci d: process transports="standardTransport" is="http://schena. org/ SendActi on">

14 <ci d: | abel xnl:1ang="en">SCORM depl oynent </ ci d: | abel >

15

16 <l--

17 Arestrictionis simlar to a neta with the difference that the

18 restrictionis inmplicit in the process. The value is unique and set only

19 once in the mani fest and never sent by the client.

20 -->

21 <cid:restriction name="Zip-fil e-nanes-encodi ng" val ue="UTF-8">

22 <ci d: | abel xm :lang="en">Encoding of the fil es-nanme</cid:|abel >

23 </cid:restriction>

24

25 <l-- Definition of custom m neType -->

26 <ci d: neta nane="Content-type" is="http://purl.org/dc/elenents/1. 1/ type">

27 <ci d: val ue>appl i cati on/ xx-scorm v1l. 2</ ci d: val ue>

28 <ci d: val ue>appl i cat i on/ xx- scor m v2004</ ci d: val ue>

29 </ ci d: neta>

30

31 <ci d:upload url ="http://exanpl e.com upl oad?r esponse=noCooki es" needMet as=
"Content-type" required="true"/>

32 <cid:interact url="http://exanple.conlinteract?response=noCooki es" required=
"true"/>

33 </ ci d: process>

34

35 <l--

36 This process is binded to the second transport. It needs a client which

87 supports cookies

38 -->

39 <ci d: process transports="transport Wt hCooki es" is="http://schema. org/ SendActi on">

40 <cid:restriction name="Zip-fil e-nanmes-encodi ng" val ue="UTF-8"/>

41

42 <l-- Definition of custom m neType -->

43 <ci d: neta nane="Content-type" is="http://purl.org/dc/elenments/1. 1/type">

44 <ci d: val ue>appl i cati on/ xx-scorm v1l. 2</ ci d: val ue>

12 Apr 2016


http://www.adlnet.org/scorm/

Discover CID Example 4: Deploy a SCORM content

45 <ci d: val ue>appl i cati on/ xx- scor m v2004</ ci d: val ue>

46 </ cid: met a>

47

48 <ci d: upl oad url ="http://exanpl e. com upl oad?r esponse=wi t hCooki es" needMet as=
"Content-type" required="true"/>

49 <cid:interact url="http://exanple.conlinteract?response=w t hCooki es" required=
"true"/>

50 </ ci d: process>

51

52 <ci d: transports>

53 <ci d: webTransport id="standardTransport">

54 <ci d: aut henti cati ons>

55) <ci d: basi cHtt p/ >

56 </ cid: authenticati ons>

57 <ci d: webl nt er act >

58 <ci d: request nethod="GET" properties="header queryString"/>

59 <ci d: request nethod="POST; appl i cation/ x-ww-formurl encoded" properties=
"queryString header post"/>

60 <ci d: request nethod="POST; nul tipart/formdata" properties="header
queryString post"/>

61 </ ci d: webl nt eract >

62

63 <ci d: webUpl oad>

64 <ci d: request nethod="GET" properties="header queryString"/>

65 <ci d: request nethod="POST" properties="queryString header"/>

66 <ci d: request nethod="POST; multipart/form data" properties="header

queryString post"/>
7 </ ci d: webUpl oad>

68 </ cid: webTransport >

69

70 <ci d: webTransport id="transportWthCooki es" needCooki es="true">

71 <ci d: aut henti cati ons>

72 <ci d: basi cHt t p/ >

73 </ ci d: authentications>

74 <ci d: webl nt er act >

75 <ci d: request nethod="CGET" properties="header queryString"/>

76 <ci d: request net hod="POST; appl i cati on/ x-ww« f orm url encoded" properties=

"queryString header post"/>

7 <ci d: request nethod="POST; multipart/form data" properties="header
qgqueryString post"/>

8 </ ci d: webl nt er act >

79

80 <ci d: webUpl oad>

81 <ci d: request nethod="GET" properties="header queryString"/>

82 <ci d: request nethod="PUT" properties="header queryString"/>

83 <ci d: request net hod="POST" properties="queryString header"/>

84 <ci d: request nethod="POST; nul tipart/formdata" properties="header

queryString post"/>
85 </ ci d: webUpl oad>

86 </ci d: webTransport >
87 </cid:transports>
88 </ cid: mani f est >

The process step by step

1. Manifest exposition

The server must expose the XML manifest to an accessible URL. For example, at http://example.
com/manifest.xml.
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2. Download the manifest

In order to understand the process, a client must download the server manifest and analyze it.

=

-

manifest.xml

Download the manifest

3. SCORM upload

A client must send packages which are conform to the suggested values of the content-type
metadata and to the imposed value of Zip-file-names-encoding (which is UTF-8). In this example, a
client could send a form in a POST request which contains the metadata and the SCORM package
in a field named cidContent.

[ ]
— %o
‘ content

Content upload

4. SCORM deployment

The second step of the process is required. It allows the user to interact directly with the remote

server. The latter furnishes a form to fill more metadata or an interface to deploy the SCORM
package.

This interaction must begin by one of the documented weblnteraction method. For example, it
could begin by an HTTP POST with the session property in a form data.

AR _ .
. / user interaction

Direct interaction
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6. Example 5: Upload video content into a remote DAM
server

In this case, the CID server is a Digital Asset Management (DAM) server. This server accepts large contents

such as video files. It supports an extra optional step which allows the client to check the authentication and

authorization of the user before sending the content.

This example includes a pre-upload interaction step which allows the user to fill platform-specific metadata

and a post-upload wait step which is optional and allows the user to monitor the server processing.

Server manifest

1<?xm version="1.0" encodi ng="UTF-8"?>

2<cid: mani fest xm ns:cid="http://ww. cid-protocol/schema/vl/core" xmns:xm ="http://ww.

W3. or g/ XM/ 1998/ nanespace" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi :
schemaLocati on="http://ww. ci d- protocol /schema/vl/core ../ manifest/cid-core.xsd ">

3 <ci d: process is="http://schena. org/ SendActi on">

4 <ci d: | abel xm :lang="en">DAMW/ ci d: | abel >

5 <ci d: meta name="Content-type" is="http://purl.org/dc/elenments/1.1/type">

6 <ci d: val ue>i mage/ png</ ci d: val ue>

7 <ci d: val ue>vi deo/ npeg4</ ci d: val ue>

8 </ cid: meta>

9

10 <cid: meta name="Public-url" is="http://schena.org/url"/>

11 <cid:meta name="dc-title" is="http://purl.org/dc/elenents/1.1/title"/>

12 <cid: meta name="dc-creator" is="http://purl.org/dc/elenments/1.1/creator"/>
13 <ci d: meta name="dc-nodi fied" is="http://purl.org/dc/terns/nodified"/>

14 <cid: meta name="tags" is="http://schenn. org/keywords"/>

15

16 <l--

17 An exchange step represents a default HTTP request.

18

19 In this process, the content to upload could be really large. This first
20 optional step allows a client to check the authentication and

21 aut hori zation of a user before sending the content.

22 -->

23 <ci d: exchange url ="http://exanpl e. com’ checkAut hori zation" is="http://schema.org

/ Aut hori zeAction" required="fal se"/>

<cid:interact url="http://exanple.confinteract-pre-delivery" useMetas="dc-title

dc-creator dc-nodified" returnMetas="dc-title dc-creator dc-nodified tags" required=

"true"/>

25 <I--

26 An async upl oad coul d be used when the post-upl oad processing need a | ong

27 time. After such an upload, the server could return a 202 HTTP code

28 A systemoriented wait will then allow the client to send regul ar exchange

29 requests to the systemMit URL until it gets a different HTTP code than 202

30 A user-oriented wait will then allow the client to instanciate an interact

31 step at the userWait URL

32 -->

33 <ci d: upload url ="http://exanpl e.com upl oad?st ep=start"” needMetas="dc-title dc-
creator dc-nodified tags" required="true">

34 <cid:systemMit url="http://exanpl e.com wait ?net hod=systeni returnMetas=
"Public-url"/>

85 <cid:userWait url="http://exanpl e.com wait?net hod=user" returnMetas="Public-
url"/>

36 </ci d: upl oad>
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38
39
40
41
42
43
44
45
46
47
48
49

50

51
52
53
54
55

56

</ci d: process>

<ci d: transports>

Discover CID Example 5: Upload video content into a remote DAM server

<ci d: webTransport sessionProperties="session-|ID"'>

<ci d: aut henti cati ons>
<cid: basicHttp/>

<ci d: webAut hentication wurl="http://exanple.com auth"/>

</ ci d: aut henticati ons>

<ci d: webExchange>

<ci d: request nethod=
<ci d: request nethod=

"queryString header post"/>

<ci d: request nethod=

queryString post"/>
</ ci d: webExchange>

<ci d: webl nt eract >

<ci d: request nethod=
<ci d: request nethod=

"queryString header post"/>

<ci d: request nethod=

queryString post"/>
-

58
59
60
61
62
63

64
65
66

</ ci d: webl nt eract >

<ci d: webUpl oad>

<ci d: request nethod=
<ci d: request nethod=
<ci d: request nethod=
<ci d: request nethod=

queryString post"/>
</ ci d: webUpl oad>

</ci d: webTransport >
</cid:transports>

67 </ ci d: mani f est >

The process step by step

1.

2.

Manifest exposition

"CET" properties="header queryString"/>
" POST; appl i cati on/ x- ww* f or m ur| encoded” properties=

"POST; nul tipart/formdata" properties="header

"CET" properties="header queryString"/>
" POST; appl i cati on/ x- ww« f or m ur| encoded" properties=

"POST; nul tipart/formdata" properties="header

"CET" properties="header queryString"/>

"PUT" properties="header queryString"/>
"POST" properties="queryString header"/>
"POST; nul tipart/formdata" properties="header

The server must expose the XML manifest to an accessible URL. For example, at hitp://example.

com/manifest.xml.

Download the manifest

In order to understand the process, a client must download the server manifest and analyze it.

[

AR .

manifest.xml

Download the manifest

16
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3. Optional exchange

The client could send a first optional exchange request in order to check the authorization and the

authentication of the user. In this case, the client could send an HTTP GET request which contains
a basic or digest authentication header.

[

— P <

Regular exchange

4. Required interaction

The first interaction is required. It allows the server to interact directly with the user in order to
negotiate the content processing.

A _ .
. / user interaction

Direct interaction

content
Content upload

5. Upload

When the server is unable to return the meta properly in the HTTP response, the upload step could
define an asynchronous upload. This asynchronous upload step defines wait strategies to let the
client get the final meta later. One of these wait strategies must be operated by the client when the
upload response of the server contains a HT TP response code 202.

It is possible to define two wait strategies :

» A user-oriented wait: the client instantiates a web-frame following the same scheme than an
interact step.

+ A system-oriented walit: the client must send regularly an exchange request until the returned
HTTP code is different than 202.

Apr 2016 17



Discover CID Open-source generic CID client

7. Open-source generic CID client

How to use ?

A generic CID client could be used on the CID protocol website!i/www.cid-protocol.org/co/client himi]

A Compatibility
This CID client uses the HTML5 FiIe[http.'//WWW.W3.0I’g/TR/Fi/6AP//] and Messaging[http.'//WWW.W3.0rg/TR

/webmessaging/] AP|. The client should work in IE10, Firefox 3.6, Chrome 12, Safari 6, Opera 11.5 and
later. See the cross-document messaging[hz‘tp://caniuse.com/#feat=x—doc-messaging] and ﬁ|e[htz‘p://caniuse.com

r#feat=fileap] Ap| support for more details.

Use the client
1. Open the C|iE’,n;[[hz‘z‘p://www.cid-proz‘oco/.org/co/c/ient.htm/] ina compatible browser

2. Fill the URL input with a manifest location ;

3. Let the client follow the instructions of the manifest.

How to embed ?

The client is open source and could be embed on any web platform.

Get the sources
1git clone git@ithub.comscenari/cid.git

The client should be store at the path [} ci d/ cl i ent-Cl D.

Install the client on a web server

Upload the [} i ndex. ht m file and the [3 j s folder onto a web server. The client uses only static contents
so there is no need for php or sql servers.

Overload the sources

The client is made of a simple HTML file and a javascript library. The HTML can be completed to be properly
integrated to a web platform.
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8. Open-source generic servers

8.1. SingleCIDServer - a single folder remote repository

8.1.1. Presentation

SingleCIDServer is a very simple server written in PHP. It allows the uploading of files into a single remote
folder. Its manifest contains only two steps :

1. an optional exchange which checks the authorization and authentication ;

2. arequired upload which contains the file to deploy.

SingleCIDServer manifest

1<?xm version="1.0" encodi ng=" UTF-8' ?>
2<cid:mani fest xm ns:cid="http://ww. cid-protocol/schema/vl/ core” xmns:xm ="http://ww.

w3. or g/ XM/ 1998/ nanmespace”
xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

4 xsi : schemaLocati on="http://ww. ci d-protocol /schema/vl/core ../ manifest
/cid-core.xsd ">

5 <ci d: process>

6 <ci d: |l abel xm:lang="en' >Deposit file</cid:|abel>

7 <ci d:doc xm :lang="en' >This server accepts any content and allows the sender to

choose the storage directory.
</ ci d: doc>

9 <cid:neta nane='file-nanme' is="http://schena.org/ nane' >

10 <ci d: | abel >Fi | e nane</ci d: | abel >

11 </ cid: meta>

12 <cid:neta nane='file-url' is="http://schema.org/url"'/>

13 <ci d: exchange url ="http://ww. exanpl e. con?cdacti on=t est Auth\" required='fal se'

14 is='http://schema. org/ Aut hori zeAction' />

115 <ci d: upl oad url ="http://ww:. exanpl e. concdacti on=upl oad\" required="true'
useMetas='fil e-nane'/>

16 <cid:interact url="http://ww. exanpl e. conf?cdacti on=negoti ati onFranme\" required=
"true' returnMetas="file-url'/>

17 </ ci d: process>

18 <ci d:transports>

19 <ci d: webTransport sessionProperties="upl oadedFile'>

20 <ci d: aut henti cati ons>

21 <ci d: basi cH t p/ >

22 </ cid: authenticati ons>

23 <ci d: webExchange>

24 <ci d: request nethod="GET' properties='header queryString' />

25 <ci d: request net hod=" POST; appl i cati on/ x-ww« f orm url encoded' properties=
' post header queryString'/>

26 <ci d: request nethod=' POST; nul tipart/formdata' properties='post header
queryString' />

27 </ ci d: webExchange>

28 <ci d: webUpl oad>

29 <ci d: request nethod="PUT' properties='"header queryString' />

30 <ci d: request net hod=" POST' properties='header queryString' />

31 <ci d: request nethod='POST; nmultipart/formdata’ properties='post header

queryString' />
32 </ ci d: webUpl oad>

33 <ci d: webl nt er act >
34 <ci d: request nethod=' GET' properties='"queryString' />
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85 <ci d: request nethod=' POST; appl i cati on/ x-wwwform url encoded' properties=
' post queryString' />
36 <ci d: request nethod="POST; nultipart/formdata' properties='post

queryString' />
7 </ ci d: webl nt eract >

38 </ ci d: webTransport >
39 </cid:transports>
40 </ cid: mani f est >

8.1.2. Install SingleCIDServer

1. Get SingleCIDServer
1git clone git@ithub.comscenari/cid.git

The file should be stored at the path [} ci d/ si ngl eCl DRep/ Si ngl eCl DRep. php.

2. Move the php file on a web server
The SingleCIDServer.php file should be uploaded on a web PHP server.

3. Initialize your SingleCIDServer
» Ensure that the web server has writing permission on the parent folder.
+ Open the file in a web browser.
» Fill the form:
» setup alogin and a password

= Auto-dezip option allows SingleCIDServer to automatically dezip archived content. It should
be checked if you wish to send archived website.

= Authorize php upload option allows SingleCIDServer to receive php file. This feature is a
serious lack of security and should be let unchecked unless your server is deployed in a
secure context.

+ Click on the initialize button.
+ The SingleCIDServer is ready to be used.

® Upload size
The page of initialization shows the maximum upload size of php. This size could be change in the
php parameters.

A Remove permission on the parent folder
Once the server is initialized, the writing permission of the web server on the parent folder should
be removed.

8.1.3. Use SingleCIDRep

Get the manifest
Open the php file in a web browser. For example: http://www.example.com/SingleCIDRep.php.
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Access to the uploaded files

Open the parent folder in a web browser. For example: http://www.example.com.

Control the initialization of the SingleCIDServer

Open the php file with the control option. For example: http://www.example.com/SingleCIDRep.php?
cdaction=control

It controls the writing permission and shows the maximum upload size of php.

Reset the login and password

Remove the file param.php which was created at the same place than the SingleCIDRep.php file. Open
SingleCIDRep.php in a web browser to reinitialize the server.

8.2. SimpleCIDServer - a multi folders remote repository

8.2.1. Presentation

SimpleCIDServer is a very simple server written in PHP. It allows the uploading of files into a tree of folders.
It contains three steps :

1. an optional exchange which checks the authorization and authentication ;
2. arequired upload which contains the file to deploy ;

3. arequired interaction step which allows the user to choose the destination of the uploaded file.

SimpleCIDServer manifest

1<?xm version="1.0" encodi ng=" UTF- 8" ?>
2<cid:mani fest xmns:cid="http://ww.cid-protocol/schema/vl/core" xm ns:xm ="http://ww.

w3. or g/ XM/ 1998/ nanespace”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"

4 xsi : schemaLocati on="http://ww. ci d- protocol / schema/v1/core ../ manifest

/cid-core.xsd ">
<ci d: process>

<ci d: |l abel xm:lang='en' >Deposit file</cid:|abel>
7 <ci d:doc xm :lang="en' >This server accepts any content and allows the sender to

choose the storage directory.
</ cid: doc>

D O

9 <cid:meta name='file-nane' is='http://schenur.org/nane' >

10 <ci d: | abel >Fi | e name</ci d: | abel >

11 </ cid: met a>

12 <cid:meta name='file-url' is="http://schena.org/url"'/>

13 <ci d: exchange url ="http://ww. exanpl e. conPcdacti on=t est Auth\" required='fal se

14 i s=" http://schena. org/ Aut hori zeAction'/>

15 <ci d: upload url="http://ww. exanpl e. conPcdacti on=upl oad\" required="true
useMetas='fil e-nane' />

16 <cid:interact url="http://ww. exanpl e. conf?cdacti on=negoti ati onFranme\" required=
"true' returnMetas="file-url'/>

17 </ ci d: process>

18 <ci d: transports>

19 <ci d: webTransport sessionProperties='upl oadedFile' >

20 <ci d: aut henti cati ons>

21 <ci d: basi cHtt p/ >

22 </cid: authenticati ons>

23 <ci d: webExchange>
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24 <cid:request nethod="GET' properties='"header queryString' />
25 <ci d: request nethod=' POST; appl i cati on/ x-wwwform url encoded' properties=
' post header queryString'/>
6 <ci d: request nethod='POST; nultipart/formdata’ properties='post header
queryString' />
27 </ ci d: webExchange>

28 <ci d: webUpl oad>

29 <ci d:request nethod="PUT'" properties='header queryString' />

30 <ci d: request nethod='POST' properties='"header queryString' />

31 <ci d: request nethod="POST; mul ti part/formdata' properties='post header

querysString' />
32 </ ci d: webUpl oad>

33 <ci d: webl nt er act >

34 <cid:request nethod=' GET' properties='queryString' />

85 <ci d: request nethod=' POST; appl i cati on/ x-www form url encoded' properties=
' post queryString' />

36 <ci d: request nethod=' POST; mul ti part/form data' properties='post

queryString' />
37 </ ci d: webl nt er act >

38 </ ci d: webTr ansport >
39 </cid:transports>
40 </ ci d: nani f est >

8.2.2. Install SimpleCIDServer

1. Get SimpleCIDServer

1git clone git@ithub. comscenari/cid.git

The file should be stored at the path [} ci d/ si npl eCl DSer ver/ Si npl eCl DSer ver . php .

2. Move the php file on a web server
The SimpleCIDServer.php file should be uploaded on a PHP web server.

3. Initialize your SimpleCIDServer
» Ensure that the web server has writing permission on the parent folder.
» Open the file in a web browser.
+ Fill the form:
= the upload directory parameter specify the root sub-folder of the uploads

» the tmp directory parameter specify the sub-folder which contains temporary file between the
upload and the interaction steps

» set up one or more login and a password

= Authorize php upload option allows SimpleCIDServer to receive php file. This feature is a
serious lack of security and should be let unchecked unless your server is deployed in a
secure context.

+ Click on the initialize button.

+ The SimpleCIDServer is ready to be used.

® Upload size

The page of initialization shows the maximum upload size of php. This size could be change in the
php parameters.
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A Remove permission on the parent folder

Once the server is initialized, the writing permission of the web server on the parent folder should
be removed.

8.2.3. Use SimpleCIDRep

Get the manifest

Open the php file in a web browser. For example: http://www.example.com/SimpleCIDRep.php.

Access to the uploaded files

Open the parent folder in a web browser. For example: http://www.example.com.

Control the initialization of the SimpleCIDServer

Open the php file with the control option. For example: http://www.example.com/SimpleCIDRep.php?
cdaction=control

It controls the writing permission and shows the maximum upload size of php.

Reset the login and password

Remove the file param.php which was created at the same place than the SimpleCIDServer.php file. Open
SimpleCIDServer.php in a web browser to reinitialize the server.
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9. Manifest schema

1<?xm version="1.0" encodi ng="UTF-8""?>
2 <xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema" el enent For nDef aul t ="qual i fi ed"

3 t ar get Nanespace="htt p: // wwv. ci d- prot ocol / schena/ v1l/ core" xm ns:cid=
"http://wwmw. ci d-protocol /schema/vl/core">
4 <xs:inport schemaLocation="http://ww.w3. org/ 2001/ xnml . xsd" nanespace="http://ww. w3.

or g/ XM/ 1998/ nanmespace"/ >

<xs: el ement name="mani fest">
<xs: conpl exType>
<Xs:sequence>
<!-- Human oriented docunentation -->
<xs: el ement name="|abel" m nCccurs="0" maxCccurs="unbounded" type="cid:

|l ocal i zed-el ement "/ >
11 <xs: el ement name="doc" m nCccurs="0" maxCccurs="unbounded" type="ci d:

| ocal i zed-el enent"/ >

O © 00N O O

12

13 <l-- list of processes -->

14 <xs: el ement name="process" nmaxCccurs="unbounded" >

15 <xs: conpl exType>

16 <XS:sequence>

17 <l-- Human oriented process docunentation -->

18 <xs: el enent nane="l|abel" m nCccurs="0" maxCccur s="unbounded"
type="cid:localized-el ement"/>

19 <xs: el enent nane="doc" m nCccurs="0" nmaxCccur s="unbounded"
type="cid:localized-el ement"/>

20 <!-- Meta and restriction declarati onwebAsyncUpl oad -->

21 <xs: el enment nane="restriction" mnCccurs="0" nmaxQccurs=
"unbounded" type="cid:restriction-element"/>

22 <xs: el enent nane="neta" m nCccurs="0" maxCccurs="unbounded"
type="cid: neta-el enent"/>

23 <!-- Steps declaration -->

24 <xs: choi ce maxCccur s="unbounded" >

25 <xs: el enent nanme="exchange" type="ci d: asyncSt ep-el enent"

>

26/ <xs: el emrent name="upl oad" type="cid:asyncStep-el enent"/>

27 <xs:element name="interact" type="cid:regul arStep-
el ement"/ >

28 </ xs: choi ce>

29 </ xs: sequence>

30

31 <l-- Bind a this process to a specific transport -->

32 <xs:attribute name="transports" type="cid: NCNane-list"/>

88 <l-- Conputer oriented process description -->

34 <xs:attribute name="is" type="cid:uri-list"/>

35 </ xs: conpl exType>

36 </ xs: el ement >

37

38 <l-- List of defined transports -->

39 <xs: el enrent name="transports">

40 <xs: conpl exType>

41 <xs: choi ce maxCccur s="unbounded" >

42 <l-- Wb transport declaration -->

43 <xs: el ement nane="webTransport">

44 <xs: conpl exType>

45 <xs:all >

46 <l-- First transport declaration step

supported authentication -->
<xs: el ement nane="aut henti cati ons">
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48 <xs: conpl exType>

49 <I-- An enpty authentications el ement
means "no aut hentication needed" -->

50 <xs: choi ce m nCccurs="0" maxCccurs=
"unbounded" >

5l <xs: el enent nanme="noAut hentication">

52 <xs:conpl exType/ >

53 </ xs: el ement >

54 <xs: el enent nane="basicHttp">

59) <xs: conpl exType/ >

56 </ xs: el ement >

57 <l-- Mist be operated as a web
interact -->

58 <xs: el enent nanme="webAut henti cati on”
>

59 <xs: conpl exType>

60 <xs:attribute name="url"
type="xs:anyURl "/ >

61 </ xs: conpl exType>

62 </ xs: el emrent >

63 </ xs: choi ce>

64 </ xs: conmpl exType>

65 </ xs: el emrent >

66

67 <l-- List of step transport declaration -->

68 <xs: el ement name="webExchange" m nCccurs="0">

69 <xs: conpl exType>

70 <xs: sequence>

71 <xs: el enent nanme="request" type=
"ci d: regul ar Request " maxCccur s="unbounded"/ >

72 </ xs: sequence>

73 </ xs: conpl exType>

74 </ xs: el ement >

75 <xs: el ement name="weblnteract" m nCccurs="0">

76 <xs: conpl exType>

77 <Xs:sequence>

78 <xs: el enent nanme="request" type=
"cid: regul ar Request" maxQccur s="unbounded"/ >

79 </ xs: sequence>

80 </ xs: conpl exType>

81 </ xs: el enent >

82 <xs: el ement name="webUpl oad" m nQccurs="0">

83 <xs: conpl exType>

84 <Xxs: sequence>

85 <xs:el ement nanme="request" type=
"ci d: upl oadRequest " maxCccur s="unbounded"/ >

86 </ xs: sequence>

87 </ xs: conpl exType>

88 </ xs: el ement >

89 </xs:all>

90

91 <l-- 1d needed to bind a process to a specific
transport -->

92 <xs:attribute name="id" type="xs:NCNane"/>

93 <l-- True if the server use a cookies -->

94 <xs:attribute name="needCooki es" type="xs:bool ean"/>

95 <l--

96 Nanmes of session properties. A session
properties nust be neutrally handl ed

(returned by the client if sent by the server
98 -->
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<xs:attribute nane="sessionProperties" type="cid:
NCNarme-list"/>

</ xs: conpl exType>
</ xs: el ement >
<xs:any nanespace="##ot her"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<| - EE R R Sk S S S S S S S S I I I I I S S S S S O O S I O
SI MPLE TYPE LI BRARY
IR IR R I I I I R S O O R R R I I I I I _—
<!-- List of uris (is attribute) -->
<xs:sinpl eType nane="uri-list">
<xs:restriction>
<xs: si npl eType>
<xs:list itenType="xs:anyURl"/>
</ xs: sinpl eType>
<xs: m nLength val ue="1"/>
</xs:restriction>
</ xs: si nmpl eType>
<l-- List of properties nane (sessionProperties attribute) -->
<xs: si npl eType nanme="NCNane-|ist">
<xs:restriction>
<xs: si npl eType>
<xs:list itenType="xs: NCNanme"/>
</ xs: sinpl eType>
<xs: m nLength val ue="1"/>
</xs:restriction>
</ xs: si nmpl eType>
<I-- request nethod token definition (get or post) -->
<xs: si npl eType nanme="get Post -t oken" >
<xs:restriction base="xs:token">
<xs:enuneration val ue="GeT"/>
<xs:enuneration val ue="POST; appl i cati on/ x- ww+ f or m ur | encoded"/ >
<xs:enuneration val ue="POST; nul tipart/formdata"/>
</xs:restriction>
</ xs: si nmpl eType>
<I-- request nethod token definition (get, put or post) -->
<xs: si npl eType nane="get Put Post -t oken" >
<xs:restriction base="xs:token">
<xs:enuneration val ue="GeT"/>
<xs:enuneration val ue="PUT"/>
<xs:enuneration val ue="PCST"/ >
<xs:enuneration val ue="POST; nul tipart/formdata"/>
</xs:restriction>
</ xs: si nmpl eType>
<l-- list of properties storage nethod (header, querystring or post) -->
<xs: si npl eType name="postProp-list">
<xs:restriction>
<xs: si npl eType>
<xs:list>
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158 <xs: si npl eType>

159 <xs:restriction base="xs:token">

160 <xs:enuneration val ue="header"/ >

161 <xs:enuneration val ue="queryString"/>

162 <xs:enuneration val ue="post"/>

163 </xs:restriction>

164 </ xs:si npl eType>

165 </xs:list>

166 </ xs: si npl eType>

167 <xs: m nLength val ue="1"/>

168 </xs:restriction>

169 </ xs:si npl eType>

170

171 <!__ EE R R R I R R R R S R S S S I R R R R I I I I I I I R R R R R R R R S S R S Sk S S O I I I I I I

172 COVPLEXE TYPE LI BRARY

173 R R R R I I I I I I I I I R R R R R R R R R R R R R R R R R R R R R I R I I I I I I I —

174

175 <!-- localized informations (used to wite human oriented doc) -->

176 <xs: conpl exType nane="l| ocal i zed-el ement" m xed="true">

177 <xs:attribute ref="xn:lang"/>

178 </ xs: conpl exType>

179

180 <I-- restriction elenent -->

181 <xs: conpl exType nane="restriction-el ement">

182 <XxSs:sequence>

183 <xs: el ement nane="|abel " m nCccurs="0" nmaxCccurs="unbounded" type="cid
| ocal i zed-el enent"/ >

184 <xs: el ement name="doc" m nCccurs="0" maxQccurs="unbounded" type="cid
| ocal i zed-el enent "/ >

185 </ xs: sequence>

186 <xs:attribute nane="name" use="required" type="xs:NCNanme"/>

187 <xs:attribute nane="is" type="cid:uri-list"/>

188 <xs:attribute nane="val ue" use="required" type="xs:string"/>

189 </ xs: conpl exType>

190

191 <l-- neta elenent -->

192 <xs: conpl exType name="net a-el erent ">

193 <Xs: sequence>

194 <xs: el ement nane="|abel " m nCccurs="0" maxCccur s="unbounded" type="cid
| ocal i zed-el enent"/ >

195 <xs: el ement name="doc" m nCccurs="0" maxQccurs="unbounded" type="cid
| ocal i zed-el enent "/ >

196 <xs: el ement nanme="val ue" mi nCccurs="0" maxCccurs="unbounded">

197 <xs:conpl exType m xed="true"/>

198 </ xs: el ement >

199 </ xs: sequence>

200 <xs:attribute nane="nanme" use="required" type="xs:NCNane"/>

201 <xs:attribute nane="is" type="cid:uri-list"/>

202 </ xs: conpl exType>

203

204 <l-- common step attribute -->

205 <xs: conpl exType name="st ep-conmons"” >

206 <xs:attribute name="url" use="required" type="xs:anyURl"/>

207 <xs:attribute nane="needMetas" type="cid: NCNane-|ist"/>

208 <xs:attribute nane="useMetas" type="cid: NCNanme-1|ist"/>

209 <xs:attribute nane="returnMetas" type="cid: NCName-1|ist"/>

210 </ xs: conpl exType>

211

212 <I-- Step elenent (used by interact and asyncStep) -->

213 <xs: conpl exType nanme="regqul ar St ep- el enent " >

Apr 2016 27



214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231

232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258

Discover CID Manifest schema

<xs: conpl exCont ent >
<xs: ext ensi on base="ci d: st ep- commons" >
<xs:attribute nane="is" type="cid:uri-list"/>
<xs:attribute nane="required" type="xs:bool ean"/>
</ xs: ext ensi on>
</ xs: conmpl exCont ent >
</ xs: conmpl exType>

<l-- Step elenent (used by upload and exchange) -->
<xs:conpl exType name="asyncSt ep-el enent" >
<xs: conpl exCont ent >
<xs: ext ensi on base="ci d: regul ar St ep- el enent ">
<xs:all>
<xs: el ement nane="systemMit" m nCccurs="0">
<xs: conpl exType>
<xs: conpl exCont ent >
<xs: extensi on base="ci d: st ep- conmons" >
<xs:attribute nane="waitProperties" type="cid

NCNane-1ist"/>

</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el ement >

<xs:el ement nanme="userVait" m nCOccurs="0" type="cid:step-comons"/>

</xs:all>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<I-- Definition of a regular request (exchange/interact) -->
<xs: conpl exType nanme="regul ar Request ">
<xs:attribute nanme="net hod" use="required" type="cid: getPost-token"/>
<xs:attribute name="properties" use="required" type="cid:postProp-list"/>
</ xs: conpl exType>

<l-- Definition of a request which contains -->
<xs: conpl exType name="upl oadRequest ">
<xs:attribute name="net hod" use="required" type="cid: getPutPost-token"/>
<xs:attribute name="properties" use="required" type="cid: postProp-list"/>
</ xs: conpl exType>

<l-- Definition of a transport property -->
<xs: conpl exType nane="property">
<xs:attribute name="key" use="required" type="xs:NCNane"/>
<xs:attribute name="val ue" use="required" type="xs:NCNane"/>
</ xs: conpl exType>

259 </ xs: schena>
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